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ABSTRACT

Ultra-high-frequency radio frequency identification (UHF-RFID) technology provides a promising and cost-
effective solution for tracking and positioning applications. However, its performance is affected by signal at-
tenuation, environmental variability, and radio interference. Among the influencing factors, transmission power
plays a critical role in the successful detection of RFID tags. Insufficient transmission power can lead to missed
reads, while excessive power may result in signal collisions or interference with nearby systems, thereby com-
promising system reliability and scalability. To address the challenges associated with the successful detection
of RFID tags, this paper proposes a custom-designed UHF-RFID detection framework with the following key
features: (i) Circular polarization, which enhances tag orientation flexibility and reduces polarization mismatch;
and (ii) Integration of machine learning (ML), enabling the system to autonomously classify environmental con-
ditions and dynamically adjust transmission power levels. Additionally, the proposed ML-supported UHF-RFID
detection framework improves the accuracy of tag classification and automates transmission power adjustments
across a range of indoor and outdoor environments. By leveraging the RSSI dataset and introducing an extended
dataset enriched with new features and conditions, we employ ML to optimize power consumption and improve
detection efficiency. Furthermore, to ensure confidentiality during transmission for collected data, encrypt and
decrypt CSV (Comma-Separated Values) file are proposed. Lastly, a set of performance analyses and recom-
mendations based on supervised learning, unsupervised learning, and deep learning are provided to address the
following tasks: (i) model and device selection in RFID environments, (ii) clustering of RFID tags, and (iii)
usage recommendations for indoor and outdoor scenarios, respectively. These recommendations serve as prac-
tical guidelines for deploying RFID-based classification systems with improved accuracy and environmental
adaptability. Our experimental findings indicate that attendance rates are consistently high, with median values
ranging from 80% to 95%, suggesting a strong level of student engagement.
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1. INTRODUCTION

The ultra-high frequency radio frequency identification (UHF-RFID)-based attendance system presented in this
study enables a fully automated process, effectively addressing several limitations of traditional manual atten-
dance methods, such as time inefficiencies, proxy attendance, and the risk of lost or inaccurate records. By
simply scanning student ID cards at UHF-RFID readers, attendance is recorded instantaneously, significantly
enhancing both accuracy [18] and reliability. This automated approach not only preserves data integrity but
also conserves valuable instructional time. Furthermore, the adoption of an IoT-driven solution—underpinned
by UHF-RFID technology—offers educational institutions a secure, efficient [9,10], and scalable alternative to
conventional attendance tracking systems [25].
UHF-RFID indoor and outdoor environments: Developing precise and cost-effective positioning systems is
a key challenge, particularly in dynamic environments. visible light positioning has emerged as a high-precision
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alternative to traditional radio-frequency-based systems, especially for indoor use [11,19]. Indoor position-
ing typically involves three components: positioning algorithms, technologies, and hardware [8]. In parallel,
UHF-RFID technology has gained interest in worker safety and positioning in both indoor and outdoor set-
tings. However, it faces challenges such as signal attenuation and environmental variability [6]. To address
these, researchers have explored hybrid models and novel detection methods. Tesch et al. [18] introduced a
UHF-RFID-based localization approach utilizing the doppler effect, demonstrating its potential as a low-cost
and accurate solution. This technology has been widely adopted for tracking and positioning applications in
various environments, including logistics, inventory management, and security systems [5]. UHF-RFID-based
localization faces challenges, however, such as signal interference, multipath fading, and environmental variabil-
ity, which can significantly affect detection accuracy [8]. Traditional signal processing methods often struggle
to maintain reliable performance in dynamic settings, necessitating the integration of advanced techniques to
improve positioning precision. Inspired by previous research on intelligent systems that understand the IoT that
utilize the electromagnetic behavior of UHF-RFID tags to improve worker safety in outdoor environments [10],
this approach optimizes the detection accuracy and response efficiency in dynamic field conditions.
Machine learning for UHF-RFID based detection systems: Machine learning (ML) is playing an increas-
ingly vital role in optimizing UHF-RFID-based systems, offering enhanced performance through data-driven
approaches. Frameworks such as APP-CAT have been instrumental in evaluating key performance indicators,
including accuracy, cost-efficiency, and scalability [8]. The use of machine learning significantly enhances UHF-
RFID detection systems by improving signal processing, pattern recognition, and anomaly detection. These
improvements make the system more reliable and responsive in complex or changing environments [19]. More-
over, the integration of machine learning facilitates intelligent decision-making and system flexibility across
various real-world settings. A notable example is the use of convolutional neural networks (CNNs), which ef-
fectively extract features from RFID signal data to improve tag classification and localization [11]. Furthermore,
lightweight ML models optimized for low-power edge devices can further enhance system efficiency, reducing
computational overhead while maintaining high detection rates [9].

Our contribution is as follows:

1. A custom-designed UHF-RFID reader for detection framework: Transmission power plays a key role
in RFID tag detection performance. Insufficient power may result in missed reads, whereas excessive
power can cause signal collision or interfere with adjacent systems. By integrating ML, a system can
autonomously classify environmental conditions and adjust power levels accordingly. We introduce a
ML-enhanced UHF-RFID detection framework, see Section 3.1 that classifies environmental conditions
and optimizes transmission power in real-time. This adaptive strategy significantly improves detection
accuracy and scalability, particularly in dense tag environments where manual calibration would be inef-
ficient. Linear polarization in UHF-RFID readers imposes directional constraints, making tag orientation
critical for successful communication [2], while circularly polarized antennas alleviate this limitation by
supporting omnidirectional tag alignment [16]. The commercial UHF-RFID reader of our current experi-
mental [11] is a linearly polarized array with four E-shaped antennas. Based on our experimental [3], we
propose a custom designed UHF wideband antenna, featuring circular polarization to enhance the flexibil-
ity of tag orientation and reduce polarization mismatch shown in Section 3.2. Unlike circular polarization,
which accommodates varying tag angles, linear polarization requires the RFID tag to be aligned along the
same plane as the antenna’s electromagnetic wave. This dependency reduces flexibility and may lead to
weaker signal reception if the tag is misoriented.

2. Collected dataset and data-preprocessing: Building on the previous study [11], we introduce a newly
collected dataset that includes a wider range of characteristics and testing conditions shown in Section 3.3.
To ensure confidentiality during storage or transmission, we propose Algorithm 1 to encrypt and decrypt
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CSV (Comma-Separated Values) file content using a symmetric XOR cipher with randomly generated
keys per cell or character (see Table 2). To solve the missing data for commercial UHF-RFID reader,
Algorithm 2 is mentioned in Table 3 in Section 3.4. Final, the percentage of dataset for training and test
of commercial UHF and proposal devices in both indoor and outdoor environments are shown in Section
4.1.

3. Performance analyses and recommendations: To evaluate performance analysis of clustering in RFID
Tag, the role of unsupervised learning in uncovering patterns that link laboratory test results with real-
world RFID performance shown in Section 4.2. By identifying reliable performance benchmarks through
clustering techniques namely Principal Component Analysis (PCA), Gaussian Mixture Model (GMM)
and K-Means, the study effectively narrows the gap between theoretical expectations and operational re-
alities, thereby supporting data-driven RFID tag selection based on our extended dataset for attendance
system. Bayesian information criterion (BIC) [27] metrics, see Equation (1) and (2) in Section 3.5, are ap-
plied to recommended usage. Applied supervised learning to recommended model and device selection in
RFID environments is mentioned in Section 4.3. The proposed device demonstrates superior performance
in indoor environments, particularly when paired with classification algorithms such as logistic regression
(LR), K-nearest neighbors (KNN), and random forest (RF), owing to its enhanced generalization capabil-
ities. In outdoor scenarios, both the commercial UHF and the proposed devices yield comparable results;
however, optimal performance is achieved using decision tree (DT), RF, or KNN classifiers. In contrast,
algorithms such as Naïve Bayes and LR exhibit reduced effectiveness in outdoor contexts and are there-
fore not recommended for such applications. Notably, the proposed model exhibits significant advantages
in indoor deployments, particularly in its resilience to signal interference and its robustness to variations
in tag orientation. Integration of deep learning models such as Gated Recurrent Unit (GRU), Long Short-
Term Memory (LSTM), or CNN allows the system to adapt to noisy or obstructed conditions see Section
4.4. It plays role in recommended usage for indoor and outdoor environments. Our proposed device is
recommended for indoor applications, especially when used with LR, KNN, or RF. For outdoor environ-
ments, model selection should prioritize DT, RF, or KNN, regardless of the device. Classifiers such as
Naïve Bayes and LR are not advisable for use in outdoor settings due to their diminished performance.
These recommendations serve as practical guidelines for deploying RFID-based classification systems
with improved accuracy and environmental adaptability. Lastly, performance analysis of lab attendance
based on using both commercial and proposal readers is mentioned in Section 4.5.

2. LITERATURE REVIEW

The RFID-based attendance system presented in this study enables a fully automated process, effectively over-
coming several limitations associated with traditional manual attendance methods, such as time inefficiencies,
proxy attendance, and the risk of lost records. By simply scanning student ID cards at RFID readers, attendance
is recorded instantaneously, significantly improving both accuracy and reliability. This automated approach
not only ensures data integrity but also conserves valuable instructional time. The adoption of an IoT-driven
solution, underpinned by RFID technology, offers institutions a secure, efficient, and scalable alternative to
conventional systems. By addressing the key challenges of manual tracking, the proposed system enhances
operational efficiency and fosters greater student engagement. The study also outlines critical design principles
and best practices, providing a practical framework for institutions aiming to implement modern, intelligent
attendance monitoring solutions that contribute to improved academic outcomes [25].
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2.1 UHF-RFID system

The integration of RFID technology into attendance management systems has been extensively explored as a so-
lution to the inefficiencies of traditional manual attendance management methods [1, 12, 3]. Manual attendance
tracking can be time-consuming and labor-intensive, especially in large academic environments. In contrast,
automated systems provide high accuracy, real-time tracking, and improved usability. For example, a real-time
RFID-based employee identification system using the RC522 card reader with a 5-cm detection range, integrated
with a web interface and back-end database is [7] introduced. Similarly, calculating the average reading time of
RFID tags and automating the tracking of student attendance based on stored data is focused on [1]. Although
these early systems provided a functional framework, they often lacked scalability and responsiveness in more
dynamic environments [7].

To address these challenges, more recent works have adopted advanced web technologies. As demonstrated
in [3], the use of platforms such as NodeJS and MongoDB significantly improved system performance and
real-time data handling capabilities. In addition to technical advances, the author in [12] examined contextual
factors that affect e-learning in Vietnam, focusing on infrastructure, institutional support, and student digital
literacy, all of which play critical roles in the successful implementation of tech-based attendance systems. An
advanced RFID-based attendance system was also proposed, which extended detection distances to 1 to 3 meters
by adjusting transmission power (18 dBm to 24 dBm) in [3]. It offered features such as real-time identification,
fraud detection, email alerts for absentees, and data visualization for instructors.

To further this innovation, the approach in [20] enhanced both offline and online attendance tracking through
a hybrid approach. It integrates UHF-RFID with four circularly polarized antennas and high-definition cameras
for face recognition. This dual-mode system automatically monitors in-class attendance via RFID and cameras
installed in classrooms, while also supporting online attendance by leveraging webcams on students’ personal
devices. Real-time updates are managed through a Web-based platform, allowing lecturers to monitor, manually
adjust attendance when necessary, and generate weekly attendance and engagement reports. The system also
includes performance evaluations in terms of time efficiency, precision, and accuracy, providing a comprehensive
view of its effectiveness.

Building on these foundations, a machine learning-enhanced UHF-RFID system that reduces doppler effects
and improves the detection accuracy of tags under various physical conditions is introduced [11]. It synchro-
nizes RFID and camera data for better tracking precision and employs supervised learning and convolutional
neural networks (CNN, lightweight CNN) to recommend optimal reader power settings. The system achieves
classification accuracies of up to 94.05% and 93.69% when dealing with tags inside school bags or beside per-
sonal belongings. Collectively, these studies demonstrate a clear progression towards intelligent and adaptive
attendance systems that use RFID, camera technologies, and ML to deliver scalable, accurate, and user-friendly
solutions in various environments.

2.2 Machine learning-based UHF-RFID

The integration of RFID hardware—comprising tags with unique identifiers and RFID readers—ensures au-
tomated and accurate data capture, significantly outperforming manual entry methods in terms of speed and
reliability. Overall, the combination of RFID and ML not only streamlines the attendance tracking process but
also lays the groundwork for intelligent, predictive attendance management systems [24]. Machine learning has
been widely used to enhance RFID tag detection, but manual data calibration remains a challenge. Recent stud-
ies in semi-supervised learning for indoor localization have shown that manifold alignment can reduce reference
points while maintaining accuracy [17]. This approach, which integrates sporadically collected data to optimize
calibration, can be adapted for RFID detection to minimize manual effort while improving performance. Using
insights from fingerprint-based radio maps, machine learning models for RFID detection can be improved to
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handle environmental variations more efficiently.
Supervised learning algorithms such as KNN, LR, DT, and Naïve Bayes require labeled datasets split into

training and testing sets (typically 70-80% for training and 20-30% for testing). These models learn patterns
from labeled data and are evaluated using metrics such as precision, precision, recall, and F1 score [17]. Unsu-
pervised learning, on the other hand, identifies patterns and structures within data without predefined labels. It
is useful for clustering and feature learning without explicit supervision. These findings emphasize the value of
empirical evaluation and the role of unsupervised learning [26] in uncovering patterns that link laboratory test
results with real-world RFID performance. By identifying reliable performance benchmarks through cluster-
ing techniques, the study bridges the gap between theoretical expectations and practical deployment, enabling
more informed RFID tag selection and enhancing operational efficiency in logistics and inventory management.
Semi-supervised learning combines a small set of labeled data with a large amount of unlabeled data, improving
model accuracy while reducing the need for extensive manual labeling [23]. Deep learning models particularly
CNNs, extract hierarchical features from the input data. CNN architectures, such as AlexNet, consist of fully
connected convolutional layers, using filters to detect spatial features. Lightweight CNN (LiCNN) models such
as MobileNet and EfficientNet optimize efficiency for resource-limited environments, employing techniques
such as separable convolutions in depth and network pruning [22].

Machine learning techniques particularly neural networks have been widely applied to enhance RFID tag
detection in various environments. Among these, the multi-layer perceptron (MLP) model is one of the most
used because of its practical implementation and relatively simple mathematical structure. However, the the-
oretical understanding of MLP, especially in terms of its approximation capabilities, remains an ongoing area
of research [13]. Insights from approximation theory help in assessing the strengths and limitations of MLP
models when applied to signal processing tasks, such as RFID detection. Using these theoretical foundations,
MLP-based machine learning models can be optimized to improve detection accuracy and adaptability in dy-
namic environments. Recurrent neural networks (RNNs), including LSTM and GRUs process sequential data
using memory cells and gating mechanisms to mitigate problems of disappearance of gradients [21]. These
architectures improve learning from time-dependent data, making them suitable for RFID-based activity recog-
nition [4].

3. METHODOLOGY

3.1 Proposal ML framework for UHF-RFID detection

Figure 1 outlines our workflow for collecting, preprocessing, and analyzing RFID data in indoor and outdoor
environments. Data collection is performed using RFID readers, with UHF and our proposal device deployed
indoors, while UHF and our proposal device also collect outdoor data separately. Indoor experiments test mul-
tiple reader placements to minimize doppler effects and optimize data accuracy by adjusting power levels and
scan intervals. Raw data is categorized into indoor and outdoor datasets, ensuring that environmental factors
are taken into account. Pre-processing includes handling missing values, removing duplicates, converting cate-
gorical attributes to numerical values, merging datasets, and applying normalization to ensure consistency. The
key extracted features include the last update time, RSSI values, scan intervals, distance measurements, and
tag counts. The processed data are divided into labeled and unlabeled sets. Supervised learning models for
example, KNN, LR, DT, Naïve Bayes classify RFID tags and predict outcomes, while unsupervised techniques
(PCA, K-Means, RF) detect patterns and anomalies. The workflow addresses indoor challenges, such as inter-
ference, by optimizing the placement and settings of the reader. The commercial UHF and our proposal device
data integration ensures comprehensive analysis, improving system efficiency and accuracy for both indoor and
outdoor tracking.
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Figure 1. Proposal ML framework for UHF-RFID detection 
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RFID systems consist of two main components: an RFID tag and an RFID reader. Antenna and transmitter play a crucial 
role in UHF RFID systems, facilitating effective communication between RFID tags and readers. The antenna operates in 
the UHF band from 860MHz to –960 MHz, which affects the range and accuracy of the detection of tags based on gain, 
polarization, and beam width. The transmitter generates electromagnetic signals with key characteristics including power 
output, frequency, and modulation scheme. The RFID reader communicates with the tags via radio signals, enabling 
automated identification and integration with computer systems. 

 
Figure 2. Hardware system diagram of proposal RFID reader. 

Figure 2 shows a diagram of the proposal RFID reader hardware system. The reader integrates ST25RU3993 reader IC for 
the UHF-RFID [14] and an STM32L476RG microcontroller [15] to allow efficient tag communication. The reader IC 
handles transmit (Tx) and receive (Rx) operations, interfacing with baluns to convert RF differential signals to single-
ended signals. The RF switch provides control over signal amplification, allowing the Tx signal to be amplified by either 
an internal amplifier within the RFID reader IC or by an external power amplifier for higher transmission power. Signals 
are filtered to reduce noise and managed by a 4-port coupler, which directs transmission and reception while working 
alongside the carrier cancelation circuit to remove unwanted interference between large Tx and small Rx signals.  

Figure 1: Proposal ML framework for UHF-RFID detection.

3.2 Proposal UHF-RFID reader

RFID systems consist of two main components: an RFID tag and an RFID reader. Antenna and transmitter
play a crucial role in UHF RFID systems, facilitating effective communication between RFID tags and readers.
The antenna operates in the UHF band from 860MHz to 960 MHz, which affects the range and accuracy of
the detection of tags based on gain, polarization, and beam width. The transmitter generates electromagnetic
signals with key characteristics including power output, frequency, and modulation scheme. The RFID reader
communicates with the tags via radio signals, enabling automated identification and integration with computer
systems.
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Figure 2 shows a diagram of the proposal RFID reader hardware system. The reader integrates ST25RU3993
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reader IC for the UHF-RFID [14] and an STM32L476RG microcontroller [15] to allow efficient tag communi-
cation. The reader IC handles transmit (Tx) and receive (Rx) operations, interfacing with baluns to convert RF
differential signals to single-ended signals. The RF switch provides control over signal amplification, allowing
the Tx signal to be amplified by either an internal amplifier within the RFID reader IC or by an external power
amplifier for higher transmission power. Signals are filtered to reduce noise and managed by a 4-port cou-
pler, which directs transmission and reception while working alongside the carrier cancelation circuit to remove
unwanted interference between large Tx and small Rx signals.

The circuit board and antenna for both our proposed and commercial UHF-RFID readers are shown in
Figure. 3. The main components of the proposed reader are clearly shown in Figure. 3a and described in Figure.
2, while the components of the commercial reader, shown in Figure. 3b, are not identifiable. The antenna, as
shown in Figure. 3c, is a custom-designed UHF wideband with circular polarization to improve the flexibility
of the orientation of the tag and minimize mismatch of polarization. The antenna has an approximate gain of
7dBi, optimizing the signal strength and coverage for reliable RFID tag communication Figure. 3d. One notable
difference between the two readers is their antenna design. The commercial reader’s antenna, depicted in Figure.
3b, is a linearly polarized array with four E-shaped antennas. In contrast, Figure. 3a shows our custom-designed
UHF wideband antenna, featuring circular polarization to enhance the flexibility of tag orientation and reduce
polarization mismatch. With an approximate gain of 7dBi, this antenna optimizes signal strength and coverage,
ensuring reliable RFID tag communication.
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Figure 3: Circuit board of the proposed and commercial UHF RFID readers. (a) Proposed and (b) Commer-
cial (c) Custom-designed circularly polarized wideband antenna our proposal (d) Corresponding commercial
antenna.

Comparison between proposal UHF-RFID and a commercial RFID reader (namely UHF) shown in Table 1.
Our proposal offers several advantages. It supports the latest Gen2v2 protocol, ensuring enhanced security and
advanced tag management capabilities. With a broader frequency range of 840 to 960 MHz, it provides global
compatibility and operational flexibility. The reader IC has high sensitivity (-80 dBm) and a rapid read rate of up
to 700 tags per second, making it ideal for high-speed applications like attendance monitoring and logistics. Its
compact antenna design enhances versatility in space-limited settings, while custom interference cancellation
ensures reliable operation.

3.3 Setting up UHF-RFID readers for indoor and outdoor environments

This subsection shows the setup of UHF-RFID readers for indoor environments in Room LA1.604 and outdoor
environments in Stage A2 International University, VNU-HCM. The UHF system is configured as shown in
Figure. 4a. To ensure effective monitoring of the area, the UHF reader was placed between 10 and 15 meters
from the entrance and exit zones for our proposal device and between 18 and 25 meters for UHF. Because
it was installed outdoors, the doppler effect was significantly reduced due to the absence of obstructions in
the vicinity. However, environmental factors may still affect the reader’s longevity, potentially reducing its
operational lifespan.
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Table 1: Comparison of our proposal and commercial UHF-RFID readers.

No. Features Our proposal reader Commercial reader (UHF)

1 Protocol ISO/IEC 18000 -63:2015/Gen2v2, -62:2012 -6B or-C (EPC C1G2)
2 Supported frequency 840 to 960 MHz 902 to 928 MHz
3 Maximum sensitivity ∼80 dBm Not specified
4 Maximum tag read rate 700 tags/s Not specified
5 Measured reading distance ∼6 m (indoor) ∼8.5m (outdoor)
6 Antenna polarization Circular Linear
7 Antenna gain 7 dBi 8 dBi
8 Antenna reflection coeffi-

cient
[-15,-13,-11]dB with
[840,900,960]MHz

[-11,-27,-38]dB with
[840,900,960]MHz

9 Antenna Size [cm] 17×17×4.5 44×44×2.4
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Figure 4. RSSI dataset collection process in indoor and outdoor environments 

Table 2. Algorithm 1: Secure CSV data prior to processing  
1:  Define function xor_encrypt_decrypt(data, key): 

2:      Convert data to string 

3:      Set key_length = length of key 

4:      Pad or truncate data to match key_length 

Figure 4: Setting up UHF-RFID readers for (a) outdoor environments (b) LA1.604 Room for indoor at Interna-
tional University, VNU-HCM.

The commercial UHF and our proposal device used for indoor settings is set at a 52 degree tilt angle, care-
fully chosen to enhance signal coverage while minimizing blind spots. This tilt position allows the reader to
orient the signal in a way that optimizes detection in outdoor environments, compensating for potential interfer-
ence from factors such as doppler and cross-object interference shown in Figure. 4b.
Dataset collection process: The data collection process is divided into two parts: collecting training data and
collecting test data, which apply to both indoor and outdoor environments. This process takes approximately 30
hours to gather about 45.96 MB of training data and 12 hours to gather 11.2 MB of test data. Four different types
of RFID tags and three types of tag covers, shown in Figure. 5, that students commonly used to generate about
1000 tags which 320 tags for training datasets and others for test datasets. Data collection consists of three main
parts: setup, collecting data in 10 seconds (since the average time for a male or female to enter a classroom and
cover the distance is only about 4 to 6 seconds, the remaining 4 seconds accounting for possible errors that may
occur when the classroom starts filling with people), and checking thedata to ensure its accuracy and that there
is no noise.
Encryption data: A structured and automated approach was implemented to secure CSV data prior to process-
ing, ensuring data integrity and confidentiality throughout the preprocessing pipeline shown in Table 2. Ensure
that sensitive information remains protected by encrypting specific columns and correctly restoring them when
needed. The use of random keys for each value improves uniqueness and the step-by-step workflow makes it
easy to integrate into data pipelines. It is a well-organized method to add an encryption layer to the handling of
CSV.
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Figure 3. Setting up UHF-RFID readers for (a) outdoor environments (b) LA1.604 Room for indoor at International 
University, VNU-HCM 

The commercial UHF and our proposal device used for indoor settings is set at a 52 degree tilt angle, carefully chosen to 
enhance signal coverage while minimizing blind spots. This tilt position allows the reader to orient the signal in a way that 
optimizes detection in outdoor environments, compensating for potential interference from factors such as doppler and 
cross-object interference shown in Fig.3b. 

Dataset collection process: The data collection process is divided into two parts: collecting training data and collecting 
test data, which apply to both indoor and outdoor environments. This process takes approximately 30 hours to gather about 
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data to ensure its accuracy and that there is no noise.  

Encryption data: A structured and automated approach was implemented to secure CSV data prior to processing, ensuring 
data integrity and confidentiality throughout the preprocessing pipeline shown in Table 2. Ensure that sensitive information 
remains protected by encrypting specific columns and correctly restoring them when needed. The use of random keys for 
each value improves uniqueness and the step-by-step workflow makes it easy to integrate into data pipelines. It is a well-
organized method to add an encryption layer to the handling of CSV. 

 
Figure 4. RSSI dataset collection process in indoor and outdoor environments 

Table 2. Algorithm 1: Secure CSV data prior to processing  
1:  Define function xor_encrypt_decrypt(data, key): 

2:      Convert data to string 

3:      Set key_length = length of key 

4:      Pad or truncate data to match key_length 

Figure 5: RSSI dataset collection process in indoor and outdoor environments.

Table 2. Algorithm 1: Secure CSV data prior to processing

1. Define function xor_encrypt_decrypt(data, key):

2. Convert data to string

3. Set key_length = length of key

4. Pad or truncate data to match key_length

5. For each character in data:

6. XOR character with corresponding character in key

7. Return XOR result as string

8. Define function generate_random_token(length):

9. Generate and return random string of given length using letters and digits

10. Load CSV file into DataFrame

11. Define columns_to_encrypt as list of target column names

12. Initialize encryption_keys as empty dictionary

13. For each column in columns_to_encrypt:

14. Initialize encrypted_data as empty list

15. Initialize encryption_keys[column] as empty list

16. For each value in the column:

17. key← generate_random_token(length of value)

18. encrypted_value← xor_encrypt_decrypt(value, key)



Journal of Data Science and Artificial Intelligence

19. Append encrypted_value to encrypted_data

20. Append key to encryption_keys[column]

21. Replace original column data with encrypted_data

22. Save encrypted DataFrame to encrypted_csv

23. For each column in columns_to_encrypt:

24. Initialize decrypted_data as empty list

25. For each (encrypted_value, key) pair in column:

26. decrypted_value← xor_encrypt_decrypt(encrypted_value, key)

27. Append decrypted_value to decrypted_data

28. Replace encrypted column data with decrypted_data

29. Save decrypted DataFrame to decrypted_csv

30. Encryption and Decryption for all columns done!

3.4 Dataset Preprocessing

3.4.1 Dataset preprocessing for commercial UHF-RFID

Data preparation consists of various critical stages that ensure the quality and usefulness of data for analysis or
modeling. These stages include handling missing values, removing duplicates, merging datasets, and converting
categorical data into numerical formats. In Algorithm 2, applied to the UHF dataset, missing values are ad-
dressed by imputing data based on the number of students recorded in the queue (see Table 3). Specifically, the
number of missing values corresponds to the number of students recorded. For instance, a single missing entry
is filled with the value of the preceding student, while multiple missing values (e.g., five) are imputed using
the values of the five preceding individuals in the queue. This approach ensures that missing data is effectively
handled by utilizing the historical information in the dataset shown in Figure. 6.

Table 3. Algorithm 2: Preprocessing data for commercial UHF-RFID reader
Require: Dataset UHF with columns EPC and other attributes, where missing values exist.
Ensure: Filled dataset UHF with no missing values.

1. Extract unique_EPC values

2. for all EPC in unique_EPCs do

3. Extract data subset

4. for all columns with missing values in EPC_data do

5. Count missing values

6. Retrieve previous values
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7. Fill missing values

8. end for

9. Update UHF with processed EPC_data

10. end for

11. Return Processed dataset UHF

Removing duplicates is first essential to prevent bias and ensure analytical integrity, as duplicate entries can
distort statistical measures (e.g., mean, median) and misrepresent relationships between variables. To remove
duplicates, methods like drop_duplicates() in pandas can be used. The UHF dataset collected by the com-
mercial reader [11] utilizes a context-aware preprocessing strategy, addressing missing values by leveraging the
sequential order of individuals in the RFID queue to maintain temporal consistency. This design is well-suited
for attendance tracking in controlled environments. However, its reliance on transmission power as the primary
feature limits the UHF dataset’s richness and adaptability for more complex modeling tasks shown in Figure. 7.
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Removing duplicates is first essential to prevent bias and ensure analytical integrity, as duplicate entries can distort 
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the UHF dataset’s richness and adaptability for more complex modeling tasks shown in Fig. 6. 

 
Figure 5. Handle missing value in UHF_outdoor and UHF_indoor 

3.4.2 Dataset preprocessing for proposed UHF-RFID  

The dataset preprocessing pipeline consisted of the following as (1) importing necessary libraries for data handling and 
transformation. (2) loading the primary and auxiliary datasets into DataFrames. (3) merging datasets using concatenation 
or key-based joins, depending on context. (4) encoding categorical variables using label and one-hot encoding strategies. 
(5) verifying the processed dataset to ensure readiness for downstream analysis. 

On the other hand, proposal dataset offers a broader and more versatile structure. It incorporates a wider range of features, 
including several that are closely related to RSSI, enabling more accurate and flexible ML models. Our proposal also 
supports data integration, categorical encoding, and is well-suited for both supervised and unsupervised learning. Although 
it lacks a specific strategy for missing value imputation, its greater feature diversity and alignment with signal 
characteristics like RSSI make it more powerful for real-world RFID applications. Therefore, the proposed device was 
selected for integration into the framework due to its flexibility, scalability, and enhanced data representation capabilities. 
The dataset used in this study was collected from the proposed device, specifically designed for (insert context, e.g., 
medical sensing, environmental monitoring, etc.). The raw data was structured in tabular format and stored as a CSV file. 
To prepare the dataset for subsequent analysis, several preprocessing steps were performed, as detailed below. 

3.4.3 Dataset preprocessing for outdoor environments dataset 

Figure 6: Handle missing value in UHF_outdoor and UHF_indoor.

3.4.2 Dataset preprocessing for proposed UHF-RFID

The dataset preprocessing pipeline consisted of the following as (1) importing necessary libraries for data han-
dling and transformation. (2) loading the primary and auxiliary datasets into DataFrames. (3) merging datasets
using concatenation or key-based joins, depending on context. (4) encoding categorical variables using label and
one-hot encoding strategies. (5) verifying the processed dataset to ensure readiness for downstream analysis.

On the other hand, proposal dataset offers a broader and more versatile structure. It incorporates a wider
range of features, including several that are closely related to RSSI, enabling more accurate and flexible ML
models. Our proposal also supports data integration, categorical encoding, and is well-suited for both super-
vised and unsupervised learning. Although it lacks a specific strategy for missing value imputation, its greater
feature diversity and alignment with signal characteristics like RSSI make it more powerful for real-world RFID
applications. Therefore, the proposed device was selected for integration into the framework due to its flexibility,
scalability, and enhanced data representation capabilities.

The dataset used in this study was collected from the proposed device, specifically designed for (insert
context, e.g., medical sensing, environmental monitoring, etc.). The raw data was structured in tabular format
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and stored as a CSV file. To prepare the dataset for subsequent analysis, several preprocessing steps were
performed, as detailed below.

3.4.3 Dataset preprocessing for outdoor environments dataset

The UHF outdoor dataset was collected using the same UHF reader device as the indoor dataset, but in an
outdoor environment under a single test case involving cover 1. The total dataset size is significantly smaller
-approximately one-twelfth the size of the UHF indoor dataset. For example, given that the same device and
configuration were used for data acquisition, the feature structure and preprocessing steps remain consistent
with those applied to the UHF indoor dataset. This ensures that any subsequent analyses or models trained using
both datasets are compatible in terms of format and feature representation.

3.4.4 Data augmentation for commercial UHF-RFID and proposed UHF-RFID

In indoor environments where data is collected using two different UHF-RFID readers—namely the commercial
reader and our proposed device—data augmentation through normalization becomes essential to ensure consis-
tency. This process involves aligning the RSSI values (see Section 3.5.2) between the two datasets to facilitate
fair comparison and analysis. To achieve this, we first load both datasets, ensuring that they share a common
identifier through a standardized key column (converted to uppercase for uniformity). For each entry in the
commercial UHF-RFID dataset, we identify the corresponding record in the proposed device dataset based on
this key.

A LR model is then applied to capture the relationship between RSSI values from the two datasets. This
model is used to compute a power adjustment ratio, which accounts for differences in transmission power or
signal reception characteristics. Using this ratio, both logarithmic and linear forms of RSSI values in the com-
mercial dataset are adjusted to align with the proposed device dataset. Once normalization is complete, the
updated commercial UHF-RFID dataset—now augmented to be consistent with the proposed system—is saved
as a new CSV file. This approach ensures that data from both readers can be reliably compared, contributing to
more accurate indoor tracking, or classification tags or powers.

3.5 BIC and RSSI calculations

3.5.1 Bayesian information criterion

Bayesian information criterion (BIC) [27] is widely used in unsupervised learning for model selection. It helps
prevent overfitting and guides toward more generalizable models. In GMM, BIC directly evaluates the trade-off
between fit and complexity to determine the optimal number of clusters. When PCA is used for dimensionality
reduction before GMM, BIC still applies to the reduced-space model. For K-means, although not probabilistic,
BIC can be approximated using residual sum of squares to estimate the best number of clusters. The formulas
to calculate the BIC for GMM and K-means are presented in Equation (1) and (2), respectively.

BICGMM =−2ln(L̂)+ k ln(n) (1)

where k = K
[

d(d+1)
2 +d +1

]
−1 with d is the number of dimensions, K is the number of Gaussian components,

GMM assumes the data is generated from K Gaussian distributions and uses expectation-maximization.

BICK−means =−n ln
(

RSS
n

)
+ k

(d +1)
2

ln(n) (2)

where RSS is the residual sum of squared (likelihood can be approximated using within-cluster variance), and k
is the number of clusters.
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3.5.2 RSSI calculations

Real-world environments introduce attenuation beyond ideal free-space path loss (FSPL). A more general log-
distance path loss model can be applied to RSSI calculations [28]. The path loss grows as a function of distance
with an exponent n (path-loss exponent) as:

Lp(d) =−Lp(d0)+10n log
(

d
d0

)
(3)

where d0 is a reference distance 1m for UHF-RFID reader, and n = 2 under free space conditions but higher
(2.5 to 3.0 or more) in cluttered environments. Lp(d) represents the total signal loss during transmission and
reflection, due to distance, obstacles, and environmental factors. It typically increases with distance. This log-
distance formula is widely used in RFID ranging and localization research because it accounts for environmental
attenuation beyond ideal free-space conditions.

Furthermore, the standard RSSI calculation in UHF-RFID is based on a link-budget equation (Friis/FSPL),
adjusted with a path-loss exponent for real-world conditions shown in Equation (4).

Prx(d in dBm) = Ptx(dBm)+Gtx +Grx−Lp(d) (4)

where Prx(d in dBm) and Ptx(dBm) are received signal strength indicator (RSSI) and transmitter power of the
RFID reader at distance d, respectively; Gtx and Grx are gain of the transmitting antenna and receive antenna at
distance d, respectively.

4. IMPLEMENTS AND RESULTS

4.1 Dataset of commercial UHF and proposal devices in both indoor and outdoor environments
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where 𝑃𝑟𝑥(𝑑⁡𝑖𝑛⁡𝑑𝐵𝑚)⁡and 𝑃𝑡𝑥(𝑑𝐵𝑚) are received signal strength indicator (RSSI) and transmitter power of the RFID 
reader at distance d, respectively; 𝐺𝑡𝑥⁡and 𝐺𝑟𝑥 are gain of the transmitting antenna and receive antenna at distance d, 
respectively.  

4. IMPLEMENTS AND RESULTS 
4.1  Dataset of commercial UHF and proposal devices in both indoor and outdoor environments 

 
Figure 6. Percentage of train and test in dataset of (a) UHF and proposal indoor (b) UHF indoor (c) proposal indoor (d)UHF 
outdoor (e) proposal outdoor (f) UHF and proposal outdoor. 

The pie charts in Figure 6 illustrate the data split between the training and testing sets across six different models or 
experimental scenarios of UHF systems under various configurations. In indoor settings, training and testing results ranged 
from 17.2–18.7% and 81.3–82.8%, respectively. Notably, Fig.6d showed a reversed trend, with a high training result of 
84.97% and the low test result of 15.03%, indicating possible overfitting. For outdoor scenarios, our proposal alone yielded 
85% training and 15% testing (Fig. 6e), while the combination of UHF and our proposal resulted in a lower training score 
(80.9%) but a higher test score (19.1%) in Fig. 6f. These variations underscore the influence of configuration and 
environment on model performance.  

4.2 Clustering Evaluation in RFID Tag Performance Analysis 

By applying unsupervised learning techniques to the RFID dataset, we aim to uncover latent structures and assess the 
separability of tag performance data collected from the reader system. Initially, Principal Component Analysis (PCA) is 
utilized to reduce the dimensionality of the data while retaining the majority of its variance, see Fig.7a. This step facilitates 
effective visualization and simplifies subsequent clustering procedures. Two prominent clustering methods—K-Means 
and GMM—are then applied to the PCA-reduced data, see Fig.7b and 7c, respectively. The results indicate that GMM 
outperforms K-Means, achieving a silhouette score of 0.731 compared to 0.705 for K-Means, highlighting GMM’s 
superior ability to capture probabilistic distributions and soft cluster boundaries. In addition, GMM yields a BIC of 
14,913.37, further confirming its better fit to the underlying structure of the data. Visual inspection of the GMM clustering 
output reveals well-separated and compact clusters, supporting the quantitative evaluation and demonstrating that GMM 
provides a more accurate model for RFID data, which often contains noise and overlapping patterns. The combined use of 

Figure 7: Percentage of train and test in dataset of (a) UHF and proposal indoor (b) UHF indoor (c) proposal
indoor (d) UHF outdoor (e) proposal outdoor (f) UHF and proposal outdoor.
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The pie charts in Figure 7 illustrate the data split between the training and testing sets across six different
models or experimental scenarios of UHF systems under various configurations. In indoor settings, training and
testing results ranged from 17.2–18.7% and 81.3–82.8%, respectively. Notably, Figure. 7d showed a reversed
trend, with a high training result of 84.97% and the low test result of 15.03%, indicating possible overfitting. For
outdoor scenarios, our proposal alone yielded 85% training and 15% testing (Figure.7e), while the combination
of UHF and our proposal resulted in a lower training score (80.9%) but a higher test score (19.1%) in Figure.
7f. These variations underscore the influence of configuration and environment on model performance.

4.2 Clustering Evaluation in RFID Tag Performance Analysis

By applying unsupervised learning techniques to the RFID dataset, we aim to uncover latent structures and
assess the separability of tag performance data collected from the reader system. Initially, Principal Component
Analysis (PCA) is utilized to reduce the dimensionality of the data while retaining the majority of its variance,
see Figure. 8a. This step facilitates effective visualization and simplifies subsequent clustering procedures. Two
prominent clustering methods—K-Means and GMM—are then applied to the PCA-reduced data, see Figure. 8b
and 8c, respectively. The results indicate that GMM outperforms K-Means, achieving a silhouette score of 0.731
compared to 0.705 for K-Means, highlighting GMM’s superior ability to capture probabilistic distributions and
soft cluster boundaries. In addition, GMM yields a BIC of 14,913.37, further confirming its better fit to the
underlying structure of the data. Visual inspection of the GMM clustering output reveals well-separated and
compact clusters, supporting the quantitative evaluation and demonstrating that GMM provides a more accurate
model for RFID data, which often contains noise and overlapping patterns. The combined use of PCA, K-Means,
and GMM not only elucidates the intrinsic structure of RFID datasets but also establishes a robust quantitative
foundation for optimizing tag selection and improving reader system design in real-world deployments.
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PCA, K-Means, and GMM not only elucidates the intrinsic structure of RFID datasets but also establishes a robust 
quantitative foundation for optimizing tag selection and improving reader system design in real-world deployments. 

 
Figure 7. Clustering analysis in dataset of our RFID device (a) PCA, (b) K-mean and (c) GMM  

Based on the clustering analysis of RFID device behavior, distinct operational profiles have been identified that can inform 
deployment strategies and system optimization shown in Figure 7. It is recommended that Cluster 0 devices, which 
demonstrate strong and stable signal strength, low linear RSSI values, and moderate detection frequency, be designated 
for fixed-position applications. Their consistent signal characteristics and predictable scanning patterns make them highly 
suitable for scheduled or periodic data collection in controlled indoor environments. By the highest scan frequency, 
shortest response times, and strongest signal power, Cluster 1 devices, are ideal for real-time tracking and mobile asset 
monitoring. These devices should be prioritized for deployment in dynamic or high-traffic environments, such as logistics 
hubs, hospitals, or manufacturing floors, where continuous and reliable communication is essential. Their performance 
indicates suitability for applications that require low-latency and high-availability RFID communication. In contrast, 
Cluster 2 devices, which exhibit weak and unstable signal characteristics and low detection frequency, are indicative of 
marginal or intermittently connected nodes. These devices are likely to be located at the edges of the reader’s coverage 
area or in environments subject to physical obstructions and RF interference. It is recommended that their use be limited 
to non-critical monitoring, edge condition analysis, or environments where occasional connectivity suffices. System 
designers should also consider repositioning or augmenting infrastructure (e.g., with additional readers or antennas) to 
mitigate the performance degradation associated with this group.  In conclusion, adopting a cluster-informed deployment 
strategy can significantly enhance RFID system efficiency, coverage reliability, and resource allocation by aligning device 
roles with their observed communication behaviors. 

4.3 Recommendation for model and device selection in RFID Environments 

As illustrated in Fig.8a, both the UHF and proposed devices and models demonstrate strong overall performance; however, 
notable differences emerge based on environmental context. In the indoor setting as in Fig. 8a, the empirical results indicate 
that optimal model selection for RFID systems is highly contingent upon environmental conditions. In indoor settings, 
where signal interference is minimal, the proposed device consistently outperforms the commercial UHF reader, 
particularly when combined with classifiers capable of balanced generalization. LR, KNN, and RF exhibit strong and 
reliable performance, with KNN achieving near-perfect accuracy (99.57%). Although decision tree and random forests 
attain perfect scores, their performance may reflect overfitting and thus require careful regularization. Conversely, Naïve 
Bayes performs relatively poorly in the indoor scenario under the proposed device (62.04%) and should be avoided in such 
contexts.  

In outdoor environments shown in Fig.8b, where signal variability is more pronounced, both the UHF system and the 
proposed device demonstrate comparable effectiveness. DT and RF remain the most accurate classifiers about 
94.44% and 94.98%, respectively, followed closely by KNN (90.85%), confirming their robustness under diverse signal 
conditions. However, logistic regression and Naïve Bayes yield substantially lower accuracy levels (approximately 65%), 
suggesting their limited applicability in outdoor deployments. Overall, the proposed device is recommended for indoor 
applications, especially when used with LR, KNN, or RF. For outdoor environments, model selection should prioritize 
decision tree, random forest, or KNN, regardless of the device. Classifiers such as Naïve Bayes and logistic regression are 
not advisable for use in outdoor settings due to their diminished performance. These recommendations serve as practical 
guidelines for deploying RFID-based classification systems with improved accuracy and environmental adaptability. 

Figure 8: Clustering analysis in dataset of our RFID device (a) PCA, (b) K-mean and (c) GMM.

Based on the clustering analysis of RFID device behavior, distinct operational profiles have been identified
that can inform deployment strategies and system optimization shown in Figure 7. It is recommended that
Cluster 0 devices, which demonstrate strong and stable signal strength, low linear RSSI values, and moderate
detection frequency, be designated for fixed-position applications. Their consistent signal characteristics and
predictable scanning patterns make them highly suitable for scheduled or periodic data collection in controlled
indoor environments. By the highest scan frequency, shortest response times, and strongest signal power, Cluster
1 devices, are ideal for real-time tracking and mobile asset monitoring. These devices should be prioritized
for deployment in dynamic or high-traffic environments, such as logistics hubs, hospitals, or manufacturing
floors, where continuous and reliable communication is essential. Their performance indicates suitability for
applications that require low-latency and high-availability RFID communication. In contrast, Cluster 2 devices,
which exhibit weak and unstable signal characteristics and low detection frequency, are indicative of marginal
or intermittently connected nodes. These devices are likely to be located at the edges of the reader’s coverage
area or in environments subject to physical obstructions and RF interference. It is recommended that their use
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be limited to non-critical monitoring, edge condition analysis, or environments where occasional connectivity
suffices. System designers should also consider repositioning or augmenting infrastructure (e.g., with additional
readers or antennas) to mitigate the performance degradation associated with this group. In conclusion, adopting
a cluster-informed deployment strategy can significantly enhance RFID system efficiency, coverage reliability,
and resource allocation by aligning device roles with their observed communication behaviors.
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Figure 8 Performance metrics using supervised learning for UHF and proposal (a) indoor and (b) outdoor 

4.4 Recommended usage for indoor and outdoor environments based on deep learning 

The chart in Table 4 compares different models based on their precision, precision, recall, F1 score, and training times, 
using orange for the proposal and blue for UHF in indoor and outdoor environments. In the indoor environment (shown in 
Table 4), our proposal device outperforms UHF in both accuracy and training efficiency. MLP achieves the best 
performance with 98.71 % precision and a high F1 score of 98.69 %, followed by LiCNN, which also performs well with 
a shorter training time. LSTM, GRU, and FCN deliver strong results, while CNN has the lowest accuracy among indoor 
models. Indoor UHF models also perform well, with MLP and LSTM being the top choices, but their training times are 
significantly longer compared to proposal models. In the outdoor environment (shown in Table 4), the performance gap 
between the proposal and UHF is minimal, as both readers produce similar results across models. LSTM is the best 
performing model with 91.71% precision and an F1 score of 88.70%, followed by CNN, GRU, and FCN. MLP and RNN 

Figure 9: Performance metrics using supervised learning for UHF and proposal (a) indoor and (b) outdoor.

4.3 Recommendation for model and device selection in RFID Environments

As illustrated in Figure. 9a, both the UHF and proposed devices and models demonstrate strong overall per-
formance; however, notable differences emerge based on environmental context. In the indoor setting as in
Figure. 9a, the empirical results indicate that optimal model selection for RFID systems is highly contingent
upon environmental conditions. In indoor settings, where signal interference is minimal, the proposed device
consistently outperforms the commercial UHF reader, particularly when combined with classifiers capable of
balanced generalization. LR, KNN, and RF exhibit strong and reliable performance, with KNN achieving near-
perfect accuracy (99.57%). Although decision tree and random forests attain perfect scores, their performance
may reflect overfitting and thus require careful regularization. Conversely, Naïve Bayes performs relatively
poorly in the indoor scenario under the proposed device (62.04%) and should be avoided in such contexts.

In outdoor environments shown in Figure. 9b, where signal variability is more pronounced, both the UHF
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system and the proposed device demonstrate comparable effectiveness. DT and RF remain the most accurate
classifiers about 94.44% and 94.98%, respectively, followed closely by KNN (90.85%), confirming their robust-
ness under diverse signal conditions. However, logistic regression and Naïve Bayes yield substantially lower
accuracy levels (approximately 65%), suggesting their limited applicability in outdoor deployments. Overall,
the proposed device is recommended for indoor applications, especially when used with LR, KNN, or RF. For
outdoor environments, model selection should prioritize decision tree, random forest, or KNN, regardless of
the device. Classifiers such as Naïve Bayes and logistic regression are not advisable for use in outdoor set-
tings due to their diminished performance. These recommendations serve as practical guidelines for deploying
RFID-based classification systems with improved accuracy and environmental adaptability.

4.4 Recommended usage for indoor and outdoor environments based on deep learning

The chart in Table 4 compares different models based on their precision, recall, F1 score, and training times,
using orange for the proposal and blue for UHF in indoor and outdoor environments. In the indoor environment,
our proposal device outperforms UHF in both accuracy and training efficiency. MLP achieves the best perfor-
mance with 98.71% precision and a high F1 score of 98.69%, followed by LiCNN, which also performs well
with a shorter training time. LSTM, GRU, and FCN deliver strong results, while CNN has the lowest accuracy
among indoor models. Indoor UHF models also perform well, with MLP and LSTM being the top choices,
but their training times are significantly longer compared to proposal models. In the outdoor environment, the
performance gap between the proposal and UHF is minimal, as both readers produce similar results across mod-
els. LSTM is the best performing model with 91.71% precision and an F1 score of 88.70%, followed by CNN,
GRU, and FCN. MLP and RNN also show strong results, while LiCNN has the lowest accuracy. Unlike indoor
models, outdoor models generally have shorter training times, making CNN, RNN, or MLP more practical for
real-time applications.

The comparative analysis reveals that the proposed device demonstrates superior performance in indoor envi-
ronments, see Table 4, particularly when paired with sequence-based models such as GRU (99.13%) and LSTM
(97.82%), highlighting its strength in capturing temporal dependencies under stable conditions. In contrast, the
UHF reader lags behind in most indoor scenarios, with the exception of LSTM and CNN, which perform com-
petitively. Models such as GRU, KNN, and MLP exhibit consistently high accuracy across both environments,
underscoring their robustness and generalizability. Additionally, CNN and LiCNN not only perform well in
terms of accuracy but also offer faster training times, making them suitable for real-time or resource-constrained
applications. In outdoor settings, the performance gap between the proposed device and UHF narrows signif-
icantly, suggesting that environmental variability may diminish the architectural advantages of the proposed
device. In this context, CNN (92.75%), GRU (92.85%), and MLP (92.27%) emerge as the most reliable classi-
fiers, regardless of the device used. From an efficiency perspective, Naïve Bayes and decision tree are the fastest
models; however, Naïve Bayes shows limited accuracy, particularly in indoor scenarios. MLP offers a favor-
able trade-off between computational efficiency and predictive performance, making it an optimal candidate for
deployment in both environments. Notably, the perfect accuracy scores achieved by decision tree models may
indicate overfitting, rather than true generalization, warranting caution in their use without further validation.
In conclusion, for accuracy-critical indoor applications, the proposed device combined with GRU or Random
Forest is recommended. For real-time or latency-sensitive scenarios, MLP or CNN provides a more balanced
and practical solution.
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Table 2: Model performance across commercial UHF-RFID and our proposal devices both indoor and outdoor
environments.

Model Indoor Accuracy (%) Outdoor Accuracy (%) Training
speed

Recommended Usage

Proposal Commercial
(UHF)

Proposal Commercial
(UHF)

GRU 99.13 83.1 92.85 92.5 Medium Indoor: Proposal
Outdoor: Proposal

LSTM 97.82 98.23 91.70 93.11 Slow Indoor: Commercial
Outdoor: Commercial

RNN 95.8 85.73 91.1 91.85 Slow Indoor: Proposal
Outdoor: Commercial

CNN 95.65 97.96 92.75 92.10 Fast Indoor: Commercial
Outdoor: Proposal

LiCNN 97.41 88.64 90.88 90.45 Fast Indoor: Proposal
Outdoor: Proposal

MLP 94.83 89.93 92.27 91.90 Very Fast Indoor: Proposal
Outdoor: Proposal

FCN 87.1 82.13 91.0 90.85 Medium Indoor: Proposal
Outdoor: Proposal

Naïve Bayes 62.04 70.13 65.2 65.0 Fastest Indoor: Commercial
Outdoor: Proposal

Decision Tree 100.0 100.0 92.0 92.0 Very fast Indoor: Comm/Prop
Outdoor: Prop/Comm

4.5 Performance analysis of lab attendance based on using both commercial and proposal readers
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indoor applications, the proposed device combined with GRU or Random Forest is recommended. For real-time or latency-
sensitive scenarios, MLP or CNN provides a more balanced and practical solution.  

4.5 Performance analysis of lab attendance based on using both commercial and proposal readers 

 
Figure 9. The average percentage of students using commercial UHF-RFID and our proposal readers 

Fig. 9 shows the lab attendance percentages based on 8 classes of AI (Artificial Intelligence), Computer Architecture (CA), 
Fundamental of Programming (FoP), and Very-large-scale integration (VLSI) courses during semester I of 2024-2025 
academic year. Overall attendance is relatively high, with medians clustering between 80% and 95%, indicating strong 
student engagement. Next, consistent classes of FRI_CA_7_9 and MON_A4_1_6 show high medians and narrow 
interquartile ranges (IQR), reflecting consistent attendance with minimal fluctuation. These are likely well-managed 
sessions with predictable schedules or motivated student cohorts. While MON_FOP_7_10, WED_FOP_7_10, and 
WED_VISI_7_10 sessions exhibit wide IQRs and notable outliers (e.g., 0%, 5%, 10%), indicating inconsistent attendance. 
These variations could be due to scheduling conflicts, course difficulty, or reduced student interest. Several classes include 
zero or near-zero attendance outliers, which may warrant further investigation (e.g., system logging errors, absenteeism, 
or class cancellations). Classes with high variance or low minimums should be reviewed for potential improvements in 
scheduling, engagement strategies, or attendance monitoring systems.  

5. CONCLUSION 
This research focuses on enhancing UHF-RFID tag detection by applying machine learning (ML) techniques. It addresses 
key limitations in existing UHF-RFID systems—such as signal attenuation, environmental variability, and radio 
interference—by introducing a versatile dataset and proposing novel methodologies designed to improve detection 
accuracy in both indoor and outdoor environments. To address the challenges associated with reliable RFID tag detection, 
this paper proposes a custom-designed UHF-RFID detection framework that dynamically classifies and adjusts 
transmission power levels across varying environmental conditions, thereby optimizing tag detection. This automated 
power adjustment is particularly valuable in large-scale RFID deployments. The study evaluates several deep learning 
models and compares the proposed framework with conventional UHF-RFID systems. Tailored for indoor scenarios, the 
framework demonstrates superior performance in terms of accuracy and F1 score, particularly when implemented using 
architecture such as Gated Recurrent Unit (GRU), Long Short-Term Memory (LSTM), and Convolutional Neural 
Networks (CNN). 
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Figure 10: The average percentage of students using commercial UHF-RFID and our proposal readers.

Figure. 10 shows the lab attendance percentages based on 8 classes of AI (Artificial Intelligence), Com-
puter Architecture (CA), Fundamental of Programming (FoP), and Very-large-scale integration (VLSI) courses
during semester I of 2024-2025 academic year. Overall attendance is relatively high, with medians cluster-
ing between 80% and 95%, indicating strong student engagement. Next, consistent classes of FRI_CA_7_9
and MON_A4_1_6 show high medians and narrow interquartile ranges (IQR), reflecting consistent attendance
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with minimal fluctuation. These are likely well-managed sessions with predictable schedules or motivated stu-
dent cohorts. While MON_FOP_7_10, WED_FOP_7_10, and WED_VISI_7_10 sessions exhibit wide IQRs
and notable outliers (e.g., 0%, 5%, 10%), indicating inconsistent attendance. These variations could be due
to scheduling conflicts, course difficulty, or reduced student interest. Several classes include zero or near-zero
attendance outliers, which may warrant further investigation (e.g., system logging errors, absenteeism, or class
cancellations). Classes with high variance or low minimums should be reviewed for potential improvements in
scheduling, engagement strategies, or attendance monitoring systems.

5. CONCLUSION

This research focuses on enhancing UHF-RFID tag detection by applying machine learning (ML) techniques.
It addresses key limitations in existing UHF-RFID systems—such as signal attenuation, environmental vari-
ability, and radio interference—by introducing a versatile dataset and proposing novel methodologies designed
to improve detection accuracy in both indoor and outdoor environments. To address the challenges associated
with reliable RFID tag detection, this paper proposes a custom-designed UHF-RFID detection framework that
dynamically classifies and adjusts transmission power levels across varying environmental conditions, thereby
optimizing tag detection. This automated power adjustment is particularly valuable in large-scale RFID deploy-
ments. The study evaluates several deep learning models and compares the proposed framework with conven-
tional UHF-RFID systems. Tailored for indoor scenarios, the framework demonstrates superior performance in
terms of accuracy and F1 score, particularly when implemented using architecture such as Gated Recurrent Unit
(GRU), Long Short-Term Memory (LSTM), and Convolutional Neural Networks (CNN).

Acknowledgements: This research is funded by Vietnam National University HoChiMinh City (VNU-HCM)
under grant number B2024-28-08.
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